629
Journal of The Korea Institute of Information Security & Cryptology ISSN 1598-3986(Print)
VOL.32, NO.4, Aug. 2022 ISSN 2288-2715(0nline)
https://doi.org/10.13089/JKIISC.2022.32.4.629

2= oz AR
0O o d, o
2odito| SOt (BHA, W)

Malware Detection Technology Based on API Call Time Section Characteristics

Dong-Yeob Kim," Sang-Yong Choi*
12Dept. of Cyber Security, Yeungnam University College (Student, Professor)

2 o

3

i

= AR21A wsksh 1C T71%2] el wieh Aty 19 mak F7hE A glow, Aol 9ol AMgEE A=
v BAE oljA s g8 wHIA 3%, edh sdels fE 5 oS LEsk A% Ha sinh eled
AEeg addon A7) Sla) pAleld Zlge] BEHT AR BF AFEE Fol7] 1% B xHo
asieh & mrelds walee B o7l ¢ J ]
ok Alskels 716e ohmES} A4 uleluiele] APL 5% wAE AE 1FoR TR Relsl] 7 77
4 API] EE5A} vlelele] =2y o] S4AE F
Eg ol4ale] Ackahe o] ohgvleldel s A ¥4 4 AeE

e 12

o

r

ABSTRACT

Cyber threats are also increasing with recent social changes and the development of ICT technology. Malicious codes
used in cyber threats are becoming more advanced and intelligent, such as analysis environment avoidance technology,
concealment, and fileless distribution, to make analysis difficult. Machine learning technology is being used to effectively
analyze these malicious codes, but a lot of effort is needed to increase the accuracy of classification. In this paper, we
propose a malicious code detection technology based on API call interval characteristics to improve the classification
performance of machine learning. The proposed technology uses API call characteristics for each section and entropy of
binary to separate characteristic factors into sections based on the extraction malicious code and API call order of normal
binary. It was verified that malicious code can be well analyzed using the support vector machine (SVM) algorithm for the
extracted characteristic factors.
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Fig. 3. Entropy Distribution Chart
1 2 3 4 5
NtwriteFile 2,233,173 NtwriteFile 2,007,130 NtwriteFile 1,832,426] NtMapViewOfSection |2,920,283| NtMapViewOfSection |7,175,800
NtReadFile 1,783,784 NtReadFile 1,433,821 NtReadFile 1,404,646 NtwriteFile 1,636,843 NtReadFile 4,608,431
NtClose 1,626,243 NtDelayExecution 1,381,056 NtDelayExecution 959,661 DeleteFileW 1,587,457 NtWriteFile 4,272,866
NtDelayExecution 1,596,654 NtClose 924 871 NtClose 917,956 NtReadFile 1,488,308| LdrGetProcedureAddress | 2,138,836
NtQueryDirectoryFile 1,547,124| GetForegroundWindow 676,448 DeleteFileW 779,199 NtClose 950,087 SetFilePointer 2,020,440
Process32NextW 905,577 NtQueryDirectoryFile 626,421 NtQueryDirectoryFile 639,963 NtDelayExecution 922,190 DeleteFileW 1,792,890
FindFirstFileExW 828,562 | NtQuerySysteminformation | 544,558 | NtQuerySysteminformation | 519,662 NtQueryDirectoryFile 605,199 NtClose 1,688,867
GetForegroundWindow 731,053 LdrGetProcedureAddress 539,168 | LdrGetProcedureAddress 513,679 | LdrGetProcedureAddress 509,026 NtDelayExecution 1,170,695
NtQuerySysteminformation | 602,614 HttpSendRequestW 455,088 GetForegroundWindow 500,506 | NtQuerySysteminformation | 471,984 RegQuenyValueExW 1,139,286
LdrGetProcedureAddress 579,645 FindFirstFileExwW 403,748 NtCreateFile 391,889 NtCreateFile 421,283 NtQueryDirectoryFile 793,647
Fig. 1. Malware API call top rank for each section
1 2 3 4 5
ReadProcessMemory 468,177 ReadProcessMemory 374,152 ReadProcessMemory 359,729 ReadProcessMemory 283,655 ReadProcessMemory 837,909
NtClose 120,217 CryptDecodeObjectEx 86,094 CryptDecodeObjectEx 88,161 GetSystemMetrics 113,194 RegQuenyValueExW 191,419
NtReadFile 92,330 NtReadFile 81,710 GetSystemMetrics 74,574 NtReadFile 87,547 CryptDecodeObjectEx 177,895
CryptDecodeObjectEx 77,684 GetSystemMetrics 61,713 NtClose 65,920 CryptDecodeObjectEx 80,785 GetSystemMetrics 153,053
GetSystemMetrics 65,758 NtClose 59,637 NtReadFile 65,023 NtClose 74,501 NtClose 136,405
RegQuenValueExW 38,999 DeviceloControl 43,064 Getkeystate 51,024 Getkeystate 51,624 RegOpenKeyExw 101,654
DeviceloControl 38,346 Getkeystate 39,563 RegQuenValusExW 45,614 RegQuenValusExW 44,273 | LdrGetProcedurehddress | 54,742
GetKeyState 36,274 NtCreateFile 27,351 DeviceloControl 43,187 RegOpenKeyExW 34,390 NtReadFile 88,326
LdrGetProcedureAddress 28,927 RegQueryValueExW 19,983 RegOpenKeyExW 34,458 DeviceloControl 29,439 RegCloseKey 66,550
NtFreeVirtualMemory 27,802 Process32NextW 18,878 NtCreateFile 28,258 RegCloseKey 27,431 DeviceloControl 58,981

Fig. 2. Normal API call top rank for each section
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Table 2. The Results of each Combination

C Train Test
Score | Precision | 94.97% Precision | 94.43%
Entro Recall 97.01% Recall 96.93%
py Accuracy 94.59% Accuracy | 94.11%
5 Precision | 92.78% Precision | 92.73%
core
Rate Recall 96.18% Recall 96.18%
Accuracy 92.41% Accuracy | 92.38%
:Core Precision | 96.54% | Precision | 95.77%
ntro
oy Recall 98.43% Recall 97.59%
Rate Accuracy 96.61% Accuracy 95.5%

score
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T T T T T T
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Fig. 4. Permutation Importance
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